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Abstract. In this paper, we give new deterministic encodings based on Elligator’s model, for
some families of elliptic curves. These encodings are almost-injective and easily invertible. This
allows to make points in the image set of the encoding indistinguishable from uniform string of
bits, which is useful for applications in censorship circumvention. Following the idea of Farashahi
et al., we show that our encodings are well-distributed. And thus they give rise to hash functions
constructions indifferentiable from random oracles.

Key Words and Phrases: deterministic encodings, elliptic curves, random oracle, indifferentiable
hashing

1. Introduction

In Elliptic Curve Cryptography, many protocols [18] and encryption schemes (like the
the identity based-encryption of Boneh and Franklin [2]) need to hash into the group of
points of an elliptic curve. The main idea is the following: the image of a message (a
random string) m by the hash function F' is F(m) = f(h(m)), where h is a classical
hash function and f is an encoding function that maps a point of F; to an element of
the elliptic curve. As discussed by Brier et al. in [6], the construction H(m) = f(h(m)),
where f is a constant-time encoding and h is a classical hash function modeled as a
random oracle, can not replace a random oracle to the group of points of the elliptic curve
(excepted for some special encodings, such as Boneh and Franklin’s one [2]). In 2013,
Farashahi et al. [14] defined the notion of admissible encodings, which allow them to give
a sufficient condition for an encoding f to be indifferentiable from a random oracle. But
this is not applicable to the constant-time encodings (such as Icart’s encoding) since they
are not admissible. Hence, Farashahi et al. [14] proposed a more general construction
H(m) = f(hi(m))+...4+ f(hs(m)), which preserves the indifferentiability notion if the h;
are modeled as random oracles and s is strictly greater than the genus of the curve.
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On another side, ECC has many applications on Internet (SSL/TLS, SSH, Tor [10],
Bitcoin,...); but it presents at least one drawback: for applications in censorship circum-
vention, points of elliptic curves are easy to distinguish from uniform random strings if
a suitable implementation is not used. The problem of making points of elliptic curves
indistinguishable from uniform random strings was investigated by Moller [11], Bernstein
et al. [4], Tibouchi [17].

The first approach is Moller’s one. In 2004 [11], Moller proposed to modify protocols
so that transmitted points lie either on the given elliptic curve or in its quadratic twist
[5]. But this approach imposes twist-security. The second approach, called Elligator,
is the one proposed by Bernstein et al. in [4]. It is based on the construction of an
efficient injective and invertible encoding v that maps a subset S C F, (where ¢ prime
and SN —S5 = {0}), to the group E(F,) of an elliptic curve E over F,. Since the map
is injective and invertible, Bernstein et al. consider that a point P € Im(%)) of the curve
can be viewed as the string representation of the unique =1 (P). Moreover, if g is chosen
such that #S is relatively close to a power of 2, then a uniform P € Im(v) will have a
close to uniform bit string representation. This method has the advantage to not impose
additional security requirements on the quadratic twist of the curve, but it relies on the
existence of the injective encoding 1.

Recently [17], Tibouchi proposed a new method, called Elligator-Squared, which sup-
ports more elliptic curves than Elligator. While Elligator is used to represent a point P
in the curve by a preimage under an injective encoding, in Elligator-Squared, a point P
in the curve is represented by a randomly sampled preimage under a surjective map.

In Binary-Elligator-Squared [5], a comparison between Elligator and Elligator-Squared
is done. Elligator is better for protocols using a fixed base point (such as static ECDH),
but Elligator-Squared is better for protocols using a variable base point (such as ElGamal
encryption). Even if Elligator-Squared constructs a surjective map, it uses an injective
encoding as Elligator. To our knowledge, only a few examples of such encodings exist
[5, 4, 13, 12]. This is one of the motivations of this paper.

Organization of the paper:

e Section 2 recalls some definitions about square roots in finite fields (2.1) and gives
an overview of existing encodings into elliptic curves (2.2).

e Sections 3 and 4 present the contributions of this paper as follows:

— In section 3, we revisit Elligator’s methods for constructing almost-injective and
invertible encodings for some models of curves: (3.1) generalized Huff curves
z(ay? — 1) = y(bx? — 1), (3.2) classical Huff curves az(y? — 1) = By(x? — 1),
(3.3) Edwards curves 22 + 32 = 1 + dx?y? and (3.4) Weierstrass model y? =
23 4 ax? + c.

— Section 4 begins by a review of well-distributed encodings (4.1), as defined in
[6, 14]. Then we show (4.3) how one can obtain a hash function indifferentiable
from a random oracle using one of the previous encodings and following the
methodology in [6, 14].
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2. Preliminaries

2.1. Squares and square roots
Let ¢ be an odd prime power.

(i) The quadratic character is the function x defined by x : F; — Fy : u — x(u) =
u(9=1/2 and verifying: y(u) = 1 if u is a non-zero square; y(u) = —1 if u is a
non-square; and x(u) = 0 if u = 0. The following properties are also verified:
x(uv) = x(u) - x(v) for any u,v € Fy; x(a*) =1 for any a € [Fy; and if ¢ =3 mod 4,
x(—1) = -1, x(x(u)) = x(u), for any v € F,. If g =1 mod 4, then x(—1) = 1.

(ii) Define F2 = {a® : a € Fy} (see [4]). A square root function ,/~ for Fy is defined

+1
by: /¢ Fg — F, : a®> = Va2 = +a. For ¢ = 3 mod 4, a™t is called the
principal square root of a; therefore one can take the principal square root as a
square-root function, i.e., take ,/F2 = F2. For an odd prime ¢, one can take |/F2 =

{0,1,..., 551}

2.2. An overview of existing encodings into elliptic curves

We give here an overview of main existing encodings for elliptic curves.

2.2.1. Trivial encoding

For an elliptic curve E, 4 : y? = 23 + ax + b, the simplest way to construct a point of

E, is to use the trivial encoding, also known as the try-and-increment method. The
idea is to pick a z-coordinate and try to deduce the y-coordinate by computing a square
root: choose a random element u € Fy and compute u? + au + b; and then test whether
u3 + au + b is a square in F,. If it’s the case, then returns (z,y) = (u, =v/u3 + au + b) as
a point of the curve. Otherwise, one can choose another u in [F, and try again. But this
method has at least one drawback, that is it cannot run in constant time: the number of
operations depends on the input u. In practice the input w is the message m we want to
hash; thus running this algorithm can allow the attacker to guess some information about
m.

2.2.2. Encoding for supersingular curves

A supersingular curve over [, is an elliptic curve E such that |E(F,)| = ¢+ 1. For ¢ =2
mod 3, the curve defined by Ej, : y?> = 23 +b is a supersingular one. In their identity-based
scheme|2], Boneh and Franklin proposed the function f : u ((u2—b)% , u) that constructs
a point of FEy, given any u € F,. This function allows them to construct the public key
Qidq(a point on the supersingular curve) corresponding to the identity id € {0, 1}*. But it
is well-known that supersingular curves are useless for cryptographic concerns because of
the MOV attack[1]: that is the DLP on E} can be reduced to the DLP in F,. To avoid
these attack, a large ¢ should be used.
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2.2.3. The SWU algorithm

In 2006[15], Shallue and van de Woestjine proposed an algorithm that generates, in poly-
nomial time, a point of an elliptic curve E, ; given by its Weierstrass equation.

Let F, be a finite field of characteristic at least 5, and g(z) = 2% + ax + b be a polyno-
mial in Fy[z], with a # 0. We know from the Skalba’s theorem [16] that there exist four
non-constant rational functions Xi(t), Xo(t), X3(t), Xa(t) € Fy(z) such that:

g(X1(£7)) - g(X2(t?)) - g(X5(t*)) = (Xa(t))? (1)

It follows that at less one one the g(X;(u?)) must be a quadratic residue in the finite field
Fy, given any u € I, such that u? is not a pole of the X;’s, i = 1,2, 3.

From identity (1), one can deduce an encoding function to the curve E,j : y* = g(z).
It suffices to set (z,y) = (X;(u?), /g(X;(u?))), where i is the smallest indice such that
9(X;(u?)) is a quadratic residue.

Even if this construction defines a constant-time encoding, it presents at least one draw-
back. In fact, the rational functions X;(¢) are large and complex enough to make them
difficult to implement. And there is no deterministic polynomial time for computing a
square root in F,, unless making additional hypotheses on ¢. For example, when ¢ = 3
mod 4, then computing a square root is simply an exponentiation.

2.2.4. Icart’s function

Let ¢ = 2 mod 3; so the map = +— 23 is a bijection and then computation of a cubic
root can be done as an exponentiation. In [9], Icart defined a new encoding function,
based on the following idea: intersect the line y = ux + v with the Weierstrass curve
E.p: y? =24+ ax+0b, with a,b € F,. He defined the encoding function:

fa,b : IFq — Ea,b

6 2
z = fop(u) = <(v2 —-b— 5—7)1/3 + %,ua: + v)

where v = (3a — u*)/6u. As shown in the paper, this function presents many interesting
properties. In fact, it can be implemented in polynomial time with O(log3 q) operations.
The inverse function f - I} is also computable in polynomial time. Icart also showed that

|£.4(P)| < 4, given a point P on the elliptic curve. This results from the fact that to

compute f, bl (P), it’s sufficient to solve the degree 4 polynomial over Fy:
u? — 6w’z + 6uy — 3a =0

Moreover, Icart showed that the cardinal of the image set Im(f, ;) is greater than ¢/4 and
made the following conjecture(proved later by Tibouchi and Fouque in [8]): the size of

Im(f,p) is approximately 3 of the size of the curve E, .
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2.2.5. Encoding and extraction for Hessian curves

Let d € F, with d® # 1. A Hessian curve(a curve with a point of order 3) H, over F, is
given by the equation 2® + y3 4+ 1 = 3dxy. For ¢ =2 mod 3, Farashahi[7] applied Icart’s
method to the set Hy(F,) of F,-rational points of Hy. He obtained the function:

hd : Fq — Hd(Fq)
u i ha(u) = (2,9)

defined by

Bud+\ 3 Bud+\ V3
o hg(u) = (x,y) if u# —1, where x u(u3+1) , v <u3—|—1> + du;

e and hg(u) = O if u = —1, where O is the point at infinity.

The map hg is well-defined since hg(u) is a point of Hy(F,), for u € F,. This encoding
function for Hessian curves is less general than Icart’s one, but has many other interesting
properties. In fact, Farashahi showed that the size of the image set hy(IF,) is at least ¢/2
an that the inverse function h;l can be easily described. He also studied the possibility
to extract random bits from the image hg(u) of an element u € F,.

2.2.6. Injective encoding for Edwards curves: Elligator-1

An Edwards curve E4 defined over F, is a model of elliptic curve given by the equation:
Ey: 22+ y* =1+ dx?y? with d ¢ {0,1} and d is not a square.

In [4], Bernstein et al. defined an encoding that maps an element of F, to a point of
the curve E;. Their work used the general method proposed by Fouque et al. in [13]. Note
that, in their updated paper [12], Fouque et al. have also proposed an explicit encoding
for Edwards curves, based on their previous work [13]. The encoding process of Bernstein
et al. in [4] is described in the following theorem:

Theorem 1. Let g be a prime power congruent to 3 modulo 4. Let s be a nonzero element
of Fy with (s* —2)(s> +2) # 0. Define ¢ = 2/s*>. Then c(c — 1)(c + 1) # 0. Define
r=c+1/candd=—(c+1)?/(c—1)2. Thenr #0, and d is not a square. The following
elements of F, are defined for each t € Fy \ {0,1}:

u=(1-1)/(1+1), v =1’ + (r* — 2)u® +u;
X =x()u, Y = (x(v)o) @ (o) x (u? 4+ 1/¢%);
= (c—1)sX(1+X)/Y, y=rX—1+X)?)/(rX+ 1+ X)2).

Furthermore 22 + y? = 1+ dz?y? wXYx(y+1)#0and Y2 = X5+ (r? - 2)X3 + X.

The authors also showed that the image set of the map can be easily described. Fur-
thermore, this map can be used for injective encoding into the curve, considering only half
of the points of F,,.
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3. Elligator’s methods revisited for various curves

In this section, we investigate the problem of constructing Almost-Injective and In-
vertible Encodings (AIIE) for some forms of curves, such as generalized Huff curves
z(ay? — 1) = y(bx? — 1), classical Huff curves ax(y? — 1) = By(x? — 1), Edwards curves
22 +y? = 1+dx?y? and the Weierstrass model 42 = 23 4 ax? +c. Our encodings are based
on the Elligator method due to Bernstein et al. [4], and their almost-injectivity means
that their restriction to a large enough subset of F, is injective.

3.1. An AIEE for the generalized Huff model z(ay* — 1) = y(bx® — 1)

Fouque, Joux and Tibouchi proposed a method in [13], to construct an injective encod-
ing for an elliptic curve, viewed as a quotient of an odd hyperelliptic curve. The elliptic
curves compatible with their encoding are of the form: y? = 23+ 422+ Ax (see [13], pages
11-12). They have updated their work in [12]. Bernstein et al., based on the work in [13],
have proposed in [4], an injective encoding for the Edward’s curve Ey : 22 +y? = 1+dz?y?,
where d is not a square. In [13] and [12], an explicit encoding was not proposed for the
special case of generalized Huff curve x(ay? — 1) = y(bx? — 1), with ab(a — b) # 0. As in
[4], our main contribution in this section is to adapt Elligator-1’s method (as well as those
of Fouque et al.) to generalized Huff curves.

Theorem 2. Let ¢ =3 mod 4. Let c € Fy such that c(c—1)(c+1) #0. Let A= —(c—21)?;
1
then A #£ 0 and A is not a square. Let s = C—i_il; then s # 1. Let A € Fy; define
C J—

2
=1{_2 and a = —bs>.
Under the previous hypotheses, for each element z € Fy \ {—1,1}, the following elements

are well-defined:

Then a + b is a square, ab is not a square and ab(a — b) # 0.

u=(1-2)/(1+2); v=—u’+(?+1/*)ud — u; X = x(v)u;

Y = x(v- (2u? —1))/x(v)v; a= % = a2+ b;
(14 X)(bX — (1 + X)?) J 14+ X)(aX — (14 X)?)
v baY o V= aay '

Moreover, we have: Y? = — X%+ (2 — A)X? — X and z(ay? — 1) = y(bz? — 1).
Proof.
(i) Let us show that A # 0 and A is not a square.

o If A=0 then c=1/cso we have ¢ =1 and ¢ = &1 which is a contradiction.

e If A is a square, then we have —1 = A(c/c? — 1)? is a square which is a
contradiction since ¢ = 3 mod 4.

(ii) Let us show that s # 41 and b is well-defined.
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(iii)

(iv)

e s=1=c—1=c+ 1 which is impossible.
e s=—1=c—1=—c—1= 2¢c=0 which is impossible since ¢ # 0.

Let us show that a + b is a square and ab(a — b) # 0.

e In fact, we have a +b = —bs?> + b = b(1 — s?) = A\? which is a square.

e ab # 0 since a and b are both non-zero. We have a —b =0 = —b(s> +1) =0,
which is impossible.

By hypothesis, u is well-defined and u # 0. Suppose that v = 0; so u(—u* + (c? +
1/c*)u? — 1) = 0. Since u # 0, then we have —u? + (¢ + 1/c®)u? — 1 = 0. Thus

u? = —c? or u? = —1/c? contradicting the fact that —1 is not a square.

Since uv # 0 by above results, then X # 0.

Let us show that 1 + X # 0. If 1 + X = 0 then we have u = —x(v) and v =
(x(0))P = (@+1/)(x(0))*+x(0) = x(0) — (E+1/E—1)x(v) = —x(@)(+1/2—2).

So we find v = —x(v)(c — 1/¢)?, then x(v) = —x(v), which is a contradiction.
Since X # 0 and Y? = —X° + (¢ + 1/c?) X3 — X, similarly as 4, we have Y # 0.

We have—X5 + (2 +1/2) X% — X = —(x(v)u)® + (2 + 1/ (x(v)u)? — x(v)u =
x()[=u® + (2 + 1/c2)ud — u] = x(v)v = Y2

x and y are well-defined since Y # 0.

(z,y) verifies z(ay? — 1) = y(bz? — 1)?

At first we show that o*(X* —(2—A)X2+1) = (bX —a?(1+X)?)(aX —a?(1+ X)?).
In fact, we have:

(bX —a?2(1+X)?)(aX —a?(14+X)?) = abX? —ba? X (X2 +2X +1)—ac?(X3+2X2 +
X)+at(14+4X +6X2+4X3+ X1) = X (ah) + X3(4a* — (a+b)a?) + X2(ab+6at —
202(a + b)) + X (4a* — a?(a + b)) + a*. Then using 4 = (a +b)/a? and A = ab/a*
yields that (bX — a?(1+ X)?)(aX — a?(1 + X)?) = o*(X* — (2 - A)X2 +1). Since
a and b are not square, thus (ay? — 1)(bx? — 1) # 0. Now, we have:

ba? —1  a (1+X)*(bX —o?(1+ X)?)? — ba?Y?

a?—1 b (1+X)2(aX —a?(1 —|—X)2)2 ac?Y?

_a <bXa(1+X) ) (1+X)2(bX — o®(1+ X)?) - jx—507 %y

b \aX —a2(1+ X)2 (L4 X)2(aX — 02(1+ X)?) — oy TS ok
_a (bX —a?(1 +X>2) (14 X)2(6X — a?(1 4 X)?) + S LE A )

b \aX =21+ X)? <1 +X)2(aX - a?(1 4 X)?) + XX G AN
_a (WX —a*(1+X)? 1+X 20X — a?(1+ X)?) + bX (aX — (1 + X)?)
b \aX —a2(1+X)? 2(aX—a2( FX)2) +aX(bX —a2(1+ X)2)
_a (X -a’(1+X)? abXQ—a4(1—|—X)

b \aX —a2(1+X)2 abX27a4(1+X)4
_a (bX - a?(1+ X)?
b \aX —a2(1+ X)2
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1+ X)(bX —a?(1+ X)?
In the situation of the previous theorem, we can write x = (1+ X)( o”(1+ X))

baY
1+ X)(aX — (14 X)?
=g(z)andy = (1+X)(a Ya (1+X)7) = h(z). Therefore, we can define the encoding
ao

function as follows.

Definition 1. The encoding function for the generalized Huff curve
E: z(ay® — 1) = y(bx? — 1) with ab(a — b) # 0 is the function ¢qy : Fg — E(F,) defined
as follows: ¢qp(£1) = (0,0); and ¢qp(2) = (x,y) = (9(2), h(2)) if z # 1.

NB: Our encoding function for generalized Huff curves does not include classical Huff
curves, because in our algorithm, ab is not a square, hence a and b cannot be square
simultaneously.

Proposition 1. In the situation of definition (1), if z € F, then —z € ¢;;(¢a7b(z)).

Proof. Let z € Fy; if z = £1 then ¢44(2) = (0,0) = ¢gp(—2) by definition. So we
can suppose that z # 1,—1. Let 2/ = —z and define «/,v, X', Y’,2',y/ from 2/, with
(@', y') = ¢ap(Z'). To show that (x,y) = (2/,v'), as in [4], we will compare v’ to u, v’ to v,
X' to X, Y to Y’ and finally compute (z/,y") = ¢qp(2).

. !
() o' =155 = i =

=

(ii) v/ = —uP+(A+1/A)uP—u = — L +(P+1/c?) 5 — 1 = % Note that x(v') = x(v).

(i) X' = x(0/)u' = y(op/ = X2 = d = L

(iv) Y = x(v" - (u? = 1)/c)/x(W' ) = x(v') - x(u? — 1/c?)\/x(v')v'. For the second
factor of Y’ recall that v/ = v/ub and x(v') = x(v); so /x(V)v = \/% =

[ x)v _ x(uw)y/x(v)v

x(u)?ub us
Since x((u?—1/c?)2c?u?) = 1, we have x(u?—1/c?) = x((u?—1/c?)(u®—1/c?)%Pu?)
. Thus, we have: y(u? —1/c?) = x(u?(c? — u?)(u? — 1/c?)?).
Since v = —u® + (2 + 1/)u? — u = —u(u? — ?)(u? — 1/c?), we then have y(u? —
1/c%) = x(uv(u® — 1/c?)).
Finally, Y = x(v/)x(u?~1/¢)y X() = 3 (x(@B)x(v?)x(u? = 1/ /X)) =

Y Y Y

x@yd ~ (x(wu) X3

(v) Since y' = (1+X’)(a);—YoiQ(1+Xl)2), X' =1/X and Y' = Y/X?3, then we have y/ =
e ((1 +1/X)(a/X —a?(1 + 1/X)2> XX +1)(aX — (1 + X)?)

=y, as de-
aaY aaY y

sired.

(vi) As for ¢/, one can show that 2’ = z.
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Hence we conclude that ¢, (—2) = ¢q(2), for every z € F,.

Proposition 2. In the situation of definition 1, if (x,y) € ¢qp(Fq) then: x # y and

by —
Ty with a2 =

1 — 4027 is a square, where n = m i

(1+ X)(bX — a?(1+ X)?)

Proof. Let (z,y) € ¢qp(Fy); by theorem 2, we know that z =

) ) baY
1+ X)(aX —a*(1+ X
= (L X)X 021+ XP)
aaY
e © =y = a = b which is impossible.
bX —a?(1+ X)? 1
e We have g = % <aX — 32E1 —:_ X))2> and we obtain the equation X2+ X (2— WH_
br — ay L 1 2 : .
1 =0, where n = ————. The discriminant § = —— (1 —4na*) of this equation
ab(z —y) (na?)?

has to be a square. This leads to 1 — 4na? is a square, as desired.

Proposition 3. For z € F, \ {£1}, the set of preimages of ¢qp(2) is {—z, z}.
Proof.
o {2,—2} C ¢, ;(¢ap(2)) follows from proposition 1.

o Let z € F; and 2’ € F, such that ¢q4(2') = ¢qp(z). Define, as in the proof of
theorem 1 and in proposition 2, the following elements:
— for z: u,v, X,Y,x,y;
— for 21 = —2z: w01, X0, Y1, 21 = 2,1 =y
— for 2/: W/, 0, XY 2 =2,y = 9.

By the previous proposition and since z = 2’ = x1, y =y = y1, we have n =’ = 7.
So X, as well as X and X' are solutions of the equation F? + F(2 — 77@%) +1=0.

Since X = 1/X; then X # X;. In fact X = X; implies that X?=1=X=41=
x(v)u = £1; thus u = +1 and %jrj = =1, which is impossible if z # 0.

Now let us discuss the following cases.

— If X’ = X: let us prove that x(v) = x(v'), v’ = u and 2/ = 2. Now we
have o — 1+ X)X —a’(1+X)?) 1+ X)X —ao?(1+ X)z)x(v); but
bay bax(c2u? —1)y/x(v)v

14+ X)(bX — a2(1+ X)?)x(v)

bax(c2X? —1)y/x(v)v

x(v) = x (ba(l 4+ X)(bX — (1 + X)?)(c*X? — 1)). Similarly we have y(v') =

x (ba(l+ X (bX" — a*(1+ X')?)(c*X"* — 1)). Since z = 2’ and X = X', we

have x(v) = x(v'); therefore v’ = v and 2’ = 2.

and thus

u=xv)X sox=
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— If X’ = X;: as above we have x(v') = x(v1), v/ = uy and 2’ = 23.

Proposition 4. Let (z,y) € E(F,). Ifz —y # 0 and 1 — 4a®n is a square, with n =

b —
M, there exists Z € Fy such that ¢q4(Z) = (z,y).
bz —y) ’

Proof. Let (z,y) € E(F,) such that z —y # 0 and 1 — 4a®n is a square, where

b —
n = %. The discriminant & of the equation F? 4+ F(2 — —) +1 =0 is then a
ab(x —y

square, since 1 — 4a?n is a square. So there is at least one solution X = —%(2 - W) +
277%(1 — 4a’n)(@tD/4 Note that the two quantities

1+ X)(bX —a?(1+ X)? 1+ X)(aX —a?(1+ X)?

(L+X)(b o1+ ))and( +X)(a o’(1+ ))arethesame. In fact, as a

abx aay
solution of the previous equation, X verifies X2 = —X (2 — 77062) 1;50 bX —a?(1+ X)% =
X(bn—1 X -1 bX — 14+ X 1-b
Xlbn=1) and aX —a?(1+X)? = M. Thus, we have o?(1+ X)* = 77.
foz2(1+X)2 1—an
br — ay a(l—bn) ( 21+ X)?) =
F: = — deduce that ~ = — and
rom 1) ab(a:—y)’we educe tha ” b(l—an) S0 HaX — 21+ X0 an
(1+X)(bX —a?(1+X)?)  (1+X)(aX —a?(1+ X)?)
abx N aay ’
1+ X)(bX —a?(1+ X)? 1+ X)(aX —a?(1+ X)?
NowwedeﬁneY:(+ ) o’(1+ )):(+ )@ o’(1+ ))
abx aay

(i) First, we verify that Y2 = —X5 + (2 — A)X3 — X. In fact, x and y are such that

ba* -1 = 14+ X)2(bX —a?(1+X)?)2 - ba?Y?,  a,bX —a?(1+ X)?

; that is

a?2—1 y b((l—i-X) (CLX—()z2(1+X)2)2—(10[2Y2):g(aX—OzQ(l—FX)2

We have (1+ X)2(bX —a?(1+ X)%(az — a?(1+X)?)2 —aa?Y?(bX —a?(1+ X)?) =
(1+ X)2(aX — a?(1+ X)2(bxr — (1 + X)?)?2 — ba?Y2(aX — o?(1 + X)?).

= Y21+ X)2(b—a) = X(1+X)?(a—b)(bX —a?(1+ X)})(aX —a?(1+ X)?).(*)
But recall from the proof of theorem 2 that (bX — a?(1+ X)?)(aX —a?(1+ X)?) =
a*(X* = (2—A)X2 4+ 1). So (*) yields to:

a*Y2(14+ X)2(b—a) = a*X (1 + X)?(a — b)(X* — (2 — A)X? + 1). Finally we have
Y2 =-X°+(2- A)X3? - X as desired.

(ii) Define 8 = x (Y (c*X? — 1)) and u = 8X.
(iii) Define v = —u® + (¢ + 1/c*)ud — u.

Now, we have v = 3 (—X° + (¢ + 1/c¢*) X% — X). Since Y? = —X°+ (2— A)X? - X
and ¢ =3 mod 4, then v = 3Y? and x(v) = x(3) = 8. From v = X and 3 = x(v),
we deduce that X = x(v)u and Y2 = v = x(v)v.

(iv) x(v) =8=x (Y(02X2 — 1)) =¥ (Y(X2 — 1/02)) = x(Y) = x(v)x (X2 — 1/62).
So Y = (x(v)v) @t/ iy (v)x (X? = 1/¢2).

).
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1—
(v) Finally let z = . u; S0 ¢a(t) = (x,y) by the previous construction. Note that Z
u
is well-defined since u = +X and X # 1, and Z # +1.

Efficiency of ¢,; and ¢ ': As in Elligator-1 [4], the definitions of u,v, X,Y,z,y in
theorem 2 involve divisions by ¢, 1 + ¢, 1 — ¢ and @Y, two computations of the quadratic
character Y (namely x(v) and x(u? — 1/c?)), a square-root computation and some mul-
tiplications. One can reduce the number of multiplications, for example by factoring
v=—u+(A+1/A)uP —uasv = —uw®—c)w?—1/c?). And u® — 1/c? can be
reused when computing Y = x(v) - x(u? — 1/¢?) - v/x(v)v. The computation of x(v)
and y(u? — 1/c?) can be replaced by exponentiations, and the square-root computation
is also replaced by an exponentiation with exponent aldtD/4 since ¢ = 3 mod 4. For
P = (z,y) € E,p, checking wether or not P is in Im(¢,p) requires few multiplications,
one inversion and a computation of x(1 — 4a?n), where n = (bx — ay)/(ab(xz — y)).

Elligator-Squared approach with Elligator-3 encoding: Recently [17], Tibouchi
proposed a new method, called Elligator-Squared, which supports more elliptic curves than
Elligator, and uses a surjective map to represent a point in the curve by its preimage under
this map. In fact, any P € E(F,) is represented by its randomly sampled preimage under
an admissible encoding of the form f®2: (u,v) — f(u) + f(v), where f : F, — E(F,) is
any encoding. In the same paper, Tibouchi gave a list of known encodings that meet the
requirements of Elligator-Squared construction, namely well-bounded encodings.

As for Elligator-1 encoding [4], the Elligator-squared construction can be applied to
our new Elligator-3 encoding. In fact, ¢, can be expressed in terms of a degree 2 covering
h:H — E of E by a certain elliptic curve H of genus 2 [17, 13]. Hence, using lemma 3 in
[17], one shows that ¢g is 2—well-distributed and is also a (2, 2)-well-bounded encoding,
since any P € E(F,) has at most 2 preimages (see proposition 3).

Also note that Elligator-3 encoding ¢, 3 can be used to build a hash function into the
elliptic curve. But it cannot be directly used in the BLS signature scheme [3]. This results
from the fact that not all points of the elliptic curve are representable since the image set
does not cover the whole curve. And in the BLS signature scheme, which is a full-domain
signature scheme, all points need to be representable. Nevertheless, we can overcome this
limitation by combining Elligator-3 encoding and Elligator-Squared approach. In fact, the
resulting construction (ﬁ?i (U, 0) = Pgp(u) + Pgp(v), which we call Elligator-3-Squared,
is a surjective one. ?

3.2. An AIEE for the classical Huff model az(y* — 1) = By(2? — 1)

The classical Huff model aa’(y? — 1) = By/(2'?> — 1) is included in the generalized Huff
model z(ay? —1) = y(bz? —1). In fact, one can simply set a = a2, b = 32 and then use the
change of variables (z,y) — (2' = fx,y’ = ay). But the previous method is not directly
applicable to the classical Huff model, since the product ab has to be a non-square in F,.
This is not the case when a = o and b = 2. To avoid these problems, one can possibly
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use the translation suggested in [12], page 13.

In this section, we propose an encoding function for the classical Huff model az(y? —
1) = By(x? — 1) with aB(a? — B?)(a® + B?) # 0, using Elligator-2 method as in [4].
Elligator-2 method’s propose an injective encoding for Weierstrass curves of the form
y? = 2% + Az? + Bz. With this method, to encode into another form (such as Edwards,
Huff,...), it is necessary to use a birational equivalence. We propose the following algorithm
which allows to encode directly into Huff curves, without using any birational equivalence.

We begin by giving the following algorithm.

Algorithm 1.
Input: o, B € F, such that aB(a®—32)(a®+ %) # 0, u a non-square in Fy and r € F,,

verifying o + uB?r? # 0;
Output: A point (2,y) € Eop: az(y* —1) = By(z? — 1);

Bla® +ufr?)

2. e = x (v(aw — B)(a — Bv));

1. v=

5. y=
6. Return (z,y);

Theorem 3. Let q be a prime power, a, 3 € Fy such that af(a® — B?)(a? + B2) # 0, u
a non-square in Fy and define the set R = {r € F,: o + uB?r* # 0}. Let E, g be the
elliptic curve defined over F, by ax(y?> — 1) = By(x? — 1). Then algorithm 1 defines a
deterministic encoding ¢og: R — Eqp, 7+ ¢ap(r) = (z,y).

Proof.

(i) Let us show that v is well-defined and v # 0:
By the hypothesis on o and 3, we have a(a? + 82) # 0; so v is well-defined. Suppose
that v = 0; this implies that o? + uB?r? = 0, which is impossible by the definition
of R. Thus v # 0.
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(ii) We show that ¢ is well-defined and & # 0:
In fact, suppose that o — Bv = 0; this implies that o?(a? + 32) — 82(a? +uB?r?) = 0
and then r? = a—i. This cannot happen since v is not a square in Fg; so € is
well-defined. !
Now suppose that ¢ = 0; so v(av — ) = 0 and then v —  since v # 0. But

av—B=0= aB(a®+up*?) —ap(a®+ %) =0=uaBr? —aB*=0=1r= %;
contradiction since u is not a square. Finally we have € # 0, that is € = £1.

(iii) Let us show that ¢ is well-defined and ¢ # 0:

First see that affv # 0; so t is well-defined. To show that ¢ # 0, we have to consider
the cases where € = 1 and where ¢ = —1.

e ife=1,thent=v#0.
v(a® +8%) — af
afv
2 2,.2
W =v= aQOf izh This implies that u32r? = 0 which is impossible
since r € R\ {0}. Hence t # 0.

e if e = —1, then t = . Suppose that v(a? + 3%?) — af = 0; so

Finally t is well-defined and ¢ # 0.

(iv) We show that z is well-defined and x # 0:
tat — 5)

For this, we must show that is well-defined and is a non-zero square. As

previously, for ¢, we have to consider the cases where e = 1 and where ¢ = —1.

o ife =1, then t =v and o — St = a — fv = 0 which is impossible as previously

shown. Moreover we have M =X M =¢ = 1. Hence
a— [t o — Bu
we conclude that x is well-defined when ¢ = 1.

2 2y _
oif5:—1,thent:v(a +6°) —af

. Suppose that o« — St = 0; this implies

afv
4
that fv = a and then r? = %; contradiction since x(u) = —1. Thus the
u
t(at —
quantity (af) is well-defined. Moreover we have:

a— ft vB3(a — Bo)

o (2B N (a8 (e + 8 —
v (S0 ) xlas (ola? + ) - o)

=y (aﬁ (v(a2 + 62) — aﬂ)) =—x (046 (v(a2 + ﬂz) — oz,B))

. (t(at - B)) . (a(ow - B)(v(a? + %) — aﬁ))
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uB3r?

«

But x (af (v(0? + 62) — af)) = x (w (

t(at — B)
a— Bt
more z is a non-zero element of F,.

)) — X(u) = —1. Hence we

conclude that x ( ) =1 and z is well-defined when € = —1. Further-

(v) y is well-defined since ¢ # 0 and y # 0 since z # 0.

(vi) We show that (z,y) € Eap: az(y? —1) = By(z? — 1):

—1_m2—1:t2(x2—1)_t72 tat=F) _ 1 |~ a?
a—[t

2 t(at—p) 2
et oL _ -l 2?2 1o B (P—t\_ B
2 t2—1

Hence we have az(y? — 1) = By(z? — 1), which ends the proof.

Proposition 5. For any r € R, the set of preimages of ¢o (1) is {r,—r}.

Proof. 1t is obvious that ¢, g(—7) = ¢4 5(r) since the definition of ¢, 5 only uses 72.

Now let ' € R such that ¢, g(r") = ¢qa,p(r). We want to show that r’ =r or ' = —r.
From r’ we define the elements v',¢’,t',2’,y" as in theorem 3. So ¢, 5(1") = ¢ (r) =

2 = x and v/ = y. Furthermore we have ¢ = t and then —¢’ t(gi/}’f) = —¢ t(;f:_@’f).

So ¢ = g; and we have v' = v by replacing €’ by ¢ in ¢ = ¢t. Finally v = v/ implies that
r2 =12, that is 1/ = +r.
Proposition 6. In the situation of theorem 3, we have:

(1) Im(¢qg) is the set of (x,y) € Eq 3 such that:
3% (uaﬂxy(a2 + 3% — aﬂ%)) =1lifzxé¢ \/IFZ.
e and x (uaﬁxy(a2 o~ aﬂz)) =1ifx € \/IFE;

(it) For (z,y) € Im(¢q,p), definet = g and z = t(aat_—ﬁf); sox € {\/z,—/z}.
Let 7 defined as follows:

1 Ja(@(@®+ ) —aBy) .. _ azx ,
" ﬂ\/ upy Yo =—va mdT = Oé\/uﬁ(y(c’é2 + B?) — af) J

x=+/z. Then T € R and ¢, 3(F) = (z,y).
Proof.

(i) For this statement, we have to show two things. The first one is that every (z,y) €
Im(¢q,5) verifies the conditions mentioned above; the second is that any point
(x,y) € Eqy verifying these conditions, is in Im(¢q g).
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o Let (x,y) € Im(pq,p); so there exists r € R\ {0} such that the elements

X . .
t = —, &, v are defined as in theorem 3. We consider two cases:
Yy

) B 2+ /822
—1f5:1,sox:—’/ a—ﬁt §é\/7and—: = —W.

Let us show that x (uaﬁxy(oe + 52— aﬁ—)) = 1. In fact, we have:
x

uafry(a® + % — aﬁ%) —uaby?(t(a® + b%) — ab) = uaSy? (W — aﬂ)

3,2
=uafBy? (uﬂ > u?B*r%y? which is a square.

_ 2 2y
—ife=-1,s0x Hot e J/F and—: :M.Letus
—Bt abv

show that x (ua,@xy a?+ 5% - aﬂ > = 1. In fact, we have:

t vt
22 3
B 9 ap B o[ «
e (v(oﬂ 57 - aﬁ) e (u/ﬂr?)
4.2
=——— which is a square.
r

e Now let (z,y) € Eq,pg such that x (uaﬁxy(on + B2 - aﬂg)) =1lifz ¢ ,/F2
T

and y <ua5my(a2 +B% - aﬁi)) =1lifzxe @.

2 2y _
We define 7 = ;\/ afz(a —Zgy) afy) if the first condition is verified; and

QT
T=ua otherwise. First see that 7 is well-defined and
\/UB(y(a2 + 6%) — afr)

7 # 0 in both cases since uaBry(a® + 5% — aﬁg) and uaBzy(a? + 3% — aﬁ{)
T Y

are non-zero squares. Now let us show that 7 € R.

— ifr = 1\/04(1‘(042 + 5%) — afy) , then a®4+uB%r? = a?+uf? <a (z(a® +5%) - aﬁy))

ﬂ uﬂy uﬂgy
_ az(a® +5%)
- By )
o az o o ()
if7 = j\/“f(y(of A7) —apa) then o2 +uB?7? = a®+uf? <u6 (y(a? + B2) — ab:c))
= y(jQnyoé?;i_ﬁa)ﬂx # 0 since y # 0 and a(a? + 32) # 0.

# 0 since x # 0 and a(a® + 32) # 0.




N. Diarra, D. Sow, A.Y.O.C. Khlil / Eur. J. Pure Appl. Math, 10 (2) (2017), 363-391 378

Hence we have showed that 7 is well-defined and that 7 € R\ {0}. Then
¢a,8(T) = (z,y) follows from the following proof.

(ii) As previously, we consider two cases:

2, 32y _
e First case: v = —/z ¢ /F2 and 7 = 1\/a(x(oz +5) aﬁy). Since T €

B uBy

R\ {0}, we can define 7,2,¢,7 and § from 7 as in theorem 3. We have:

ay(e? +B%) y’

v B By N

5 B +up’r) 8 2, a2+ 5% ~afy))  ax(e®+5%) o
A2+ a2+ \° N

= (V) = () ()

But from the curve equation we know that m = zy; s0 £ = x(2?) = 1.
Thenfz@zfzt,fz— M:— M:—ﬁ:xand
Yy a— Bt a— [t
Y= % = % = y. Hence we conclude that ¢'(7) = (7,7) = (z,y).
e Second case: x = /z € Fg and 7 = a\/ 5 aa?Q . Since 7 €
uB(y(e? + B%) — afx)

R\ {0}, we can define 7,,¢,Z and ¥ from 7 as in theorem 3. We have:

__BPup?) 8 <a2 . o > aBy
) (

v ala2+32)  ala?+ 32 y(a? + B2) — aBz - y(a? + B2) — afz’
aBy
-, (Blav=B) _ [ yeFp)—abe (y(a2+ﬁ2 —afr
X a— fov X o— By

y(a2+62)—afz

_ By(azx — By) _ Y’
- (a(ay — Bz) (y(a® + B?) - aﬁiﬂ)) — <a( (a® + 52) - aﬁiﬂ))
=x (afBx (y(oz2 + 3?) — afz)) = —1 since x (uaﬁxy(a2 + 6% — aﬁ%)) =

—_/ 92 2\ aﬁy(a2+/82) _ Oéﬁ
g = —1 implies that ¢ = v(a +52 of — Y(eZ4F)—abe % ¢ So
afv a? B2y

y(a®+p%)—apx

__ tat=p) _ |tlat=pB) - _ _
x_\/a—ﬁt _\/a—ﬁt =yz=zandy=

~I| 8

x_
S
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Hence we conclude that (z,y) € Im(¢q ).

Efficiency of ¢, 3 and gb;%: For any r € R, computing ¢, 5(r) takes 2 inver-

sions, 1 square-root computation, one computation of the quadratic character xy and some
multiplications. One can use Euclid’s algorithm to compute the inverses; note that the
computation of y can be replaced by an exponentiation (with exponent (¢ — 1)/2); and if
q =3 mod 4, the square-root computation is also replaced by an exponentiation. Invert-
ing ¢, s takes one essential exponentiation, the square-root computation to obtain 7, and
one inversion.

Extending ¢, 3: We can extend the definition of ¢, g on F, as follows:

(i) if g =1 mod 4: we have R = [F;. Define the function ¢4 g by ¢a5(r) = ¢a,s(r) if
r € R, and ¢,,3(0) = (0,0).

(ii) if ¢ =3 mod 4: We choose u = —1; then we have R = [} \ {ig}. If in addition

a? 4 82 is not a square, define the function ¢, s by:
o $op5(r) = ap(r)ifreR;

. 550r) = (,6’\/—(a2+62) 52\/—(a2+ﬂ2)> N

a? " ala? + 52) B’

® $a,3(0) =(0,0).
We call ¢, 3 the AIEE-For-Huff.

3.3. An AIIE for the classical Edwards model 22 + y? = 1 + dz?y?

With Elligator-2’s method [4], to encode on Edwards curves, it is necessary to use a
birational equivalence. In this section, we propose an algorithm which encodes directly an
element of F; to a point of an Edwards curves Fy : 2 +y? = 1+ day?, where d is not a
square, and without any birational equivalence.

Theorem 4. Let q be an odd prime power, and d € Fy such that d # +1,-2 and d
is not a square. Let u be a nonzero non-square and let R be a subset of Fy defined by
R={reF;:ur?+1#0, w?(1 —d) — (1+3d) #0, ur?(1+3d) — (1 —d) # 0}.
For any non-zero r € R, the following elements are well-defined:
_ d-Dur?-3-d
YT wd-1) +1+3d’
Ce(w+1)(dv+1)+dv? -1 B 1—2?
T 2dwt)+(1-d) YTV D

e =x[(1—v*)(1 —dv?)];

Furthermore, € # 0 and x° + y? = 1 + dz?y>.
Proof.
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(i)
(i)

(iii)

(iv)

v is well-defined by the definition of the set R.

Since d is not a square, then ¢ is well-defined. Now let us show that € # 0. Suppose
that 1—v = 0; this implies that ur?(d—1)+3d+1—(d—1)ur’+3+d =0 =d = —1;
impossible by our hypothesis on d. Suppose that 1+v = 0 ; thus ur?(d—1)+d—1 =0
and ur? 4+ 1 = 0. This is impossible by the definition of the set R. Finally ¢ is well-
defined and is non-zero.

x is well-defined when 2d(v+1)+1—d # 0. Suppose that 2d(v+1)+1—d = 0; this
implies that 2d(d — 1)ur? — 2d(3+d) 4 2dur?(d — 1) +2d(1 +3d) + ur?(1 —d)(d — 1) +
(1—d)(1+3d) =0 = 4dur®*(d—1) —ur?(d—1)?> —4d(1 —d) + (1 —d)(1+3d) = 0 =
(d—1) (4dur? — ur?(d — 1) + 4d — 1 — 3d) = 0. This leads to ur?(1+3d)+(d—1) = 0,
which contradicts the definition of R.

y is well-defined when 1 — d2? # 0 and <11__£ 2) = 1. At first, recall that d is not
2

———— 1S a non-zero
1 —dz?

a square by hypothesis; so 1 — dz? # 0. Now let us show that

square. For this, we must consider two cases:

o [fe=1, then z =wv and y (11:f;2> zx<11:;52> =e=1.

o If ¢ = —1, then z = _(;’C;r(a(r‘ﬁizﬂ‘;)_l). Let H(z) = 11:(;{6;2 = (lzﬂgij@. Our
objective now is to write x(H (z)) in function of x(H (v)), and then use the fact
that x(H(v)) = & = —1. First we compute 1 — x,1+ z,1 — dz? and find:
Rdv+1)+(1—-d)](1+4+2z)=(v+1)(d—1);
Rdv+1)+(1—-d)])(1—2)=(w+1)(Bd+1)+2(1—d);
and [2d(v+1) 4+ (1 — d)]* (1 — da?) = (d — 1)%2(1 — dv?).

1-z)1+4+2z) ((v+1)Bd+1)+2(1—d))-[(v+1)(d—1)]

Then H(z) = == — = (d—1)2(1 — dv?)
_ @+ D+ )Ed+ 1) +20-d)] _ H(v) ((v+1)(3d+1)+2(1—d)>
(d—1)(1 — dv?) 1—wv d—1 ’

where H(v) = (1 —v)(1 +v)/(1 — dv®). Replace v by its value to see that:
2 2
A(d+1)(d—1)

B 1y — c oy EDEdHD+2(1-d) _ o
and (1 —wv)(d—1) (A1) + (15 3d)° SO (=00 ur-.

Since 7 # 0 in R, then x(H(z)) = x(H(v)) - x(ur?) = 1 as desired.

Hence (1—22)/(1—dz?) is a non-zero square and y is well-defined. Moreover (z,y) verifies
22 +y? =1+ da?y?

Definition 2. In the situation of theorem 4, the encoding function for the Edwards curve

Ed:

22+ y? =1+ dz?y? is the function ¢g: R — Eq:r— ¢4(r) = (z,y).

The following proposition characterizes the image set of the function ¢g.
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Proposition 7. (i) For r € R, the set of preimages of ¢4(r) is {—r,r}.

—(d+1)

(ii) Tm(¢pq) is the set of (z,y) € E4 such that 1 — 2% # 0, x # 54

D1 —z)(x(3d+1)+d+3)]=1.

and x[u(d —

(iii) Let (z,y) € Im(¢py) and define T as follows:

r(3d+1)+d+3 _ (d—1)(1—x) .
\/u(d—l)(l—x) REARVAE andT_\/u[:c(Sd—kl)—kd—kS)}’nye\/F»‘%'
Then T € R and ¢4(7) = (z,).

T =

Proof.

(i) Tt is obvious that ¢q(—r) = ¢4(r) since the definition of ¢4 only uses r2. Now let

r" € R such that ¢4(r') = ¢4(r). We want to show that ' =r or v/ = —r.
From ' we define the elements v/, &', ¢/, 2’, ¢/ as in theorem 4. So ¢4(1") = ¢q(r) =

2’ =z and ¢y’ = y. Thus we have —¢’ (1_’”22) =—¢ (l_m?. So ¢/ = ¢; and we have
Yy Y 1—dx 1—dx
v’ = v by replacing €’ by ¢ in 2/ = z. Finally v = ¢/ implies that 2> = 72, that is

r = 4r.

(ii) Forward part: Let (z,y) € Im(¢s), we need to show 1 — 2% # 0, z # —4 and
X[u(d —1)(1 — z)(x(3d + 1) + d + 3)] = 1. Since (z,y) € Im(¢p4), then there exists
r € R such that ¢4(r) = (z,y). From r, define v and € as in theorem 4.

(d—1Vur?—-3—4d 2(d — 1) (ur? +1)
: have 1 =
wd—1) 148 e have T = T T T 3d
—1 Dur? +d—1
4(d+1) and = + % _ (d—1)[(3d+ Nur® +d—1]
ur?(d—1)+1+3d 2d[(d — 1)ur? + 1 + 3d]
1+2 #0,1—2 # 0 and = # —d%dl, by definition of R. Moreover, we have

4ur?(d —1)(d + 1)
- ‘h —1(1- 1 -
x(3d+1)+d+3 wi(d—1) +113d ence u(d —1)(1 —z)(x(3d+ 1) +d+3)

16u%r2(d — 1)(d 4 1)?
(ur?(d — 1) + 1 + 3d)?
—(w+Dd+1)+(d-1) d—1—ur*(d+3)
c , then & 2d(v+1) + (1 —d) w?@Bd+ 1) +d—1 e
4ur?(d + 1) 2(d — 1) (ur? + 1) d (d—1)[ur?(d — 1) + 1 + 3d]

T P@dr D +d=1 T wR(asd) 1d—1 M 2d[ur(1+3d) +d—1]
thus 1+2 #0, 1 —xz # 0 and « # —%, by definition of R. Moreover, we have
(Bd+1)+d+3 Hd=1)(d+1) hence u(d —1)(1 —x)(z(3d+1) +d + 3)
T = : — — =
ur?(3d+1)+d—-1’

16u®r?(d — 1)*(d + 1)
(6u2 E"d( 3 _g 1(+4;3d))2 , which is a nonzero square by definition of R, as desired.
ur?(d —

Ife=1,thenz =v =

l—-—2 =

, thus

which is a nonzero square by definition of R, as desired.
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Reverse part: Let (z,y) € Eg4 such that 1 —2? # 0, @ # —%4 and y[u(d — 1)(1 —
x)(2z(3d+1)4+d+3)] = 1. We want to show that (z,y) € Im(¢,4). For this, we consider
the cases where y = —/(1 — 22)/(1 — dz?2) and where y = /(1 — 22)/(1 — dz?).

o Ify=—+/(1—22)/(1 — da?), put ¥ = % then 7 is well defined.
First we need to show that 7 € R. We have:
-7 #0, since x[u(d —1)(1 —z)(x(38d+ 1) +d + 3)] =1,
-ur? +1=0= 1+ 2 = 0 which is impossible,
-ur?(1—d) — (143d) =0 = 4(d — 1)(d + 1) = 0 which is impossible,
-ur?(143d) - (1—-d)=0=12 = —% which is impossible.
Now, from 7, define 7,2, 7 and 7 as in theorem 4. Our objective is to show that
T=zand y=y.
From (d — Dur? — (3 +d) = 4x(d +1)/(1 — x) and ur?(d — 1) + (1 + 3d) =

4d+1)/(1 —x), we deduce v = z. So € = X(f_‘f;) =landz =7 = z.

Finally we have y = —¢ 11__5122 =Yy

o If y = \/(1 —22)/(1 —dz?), put 7 = ,/M%, then 7 is well defined.

As for previous case, first, we need to prove that 7 € R. We have:
-7 #0, since x[u(d —1)(1 —x)(z(3d + 1) + d + 3)] = 1,
-ur?4+1=0= 1+ 2 = 0 which is impossible,

~ur?(1—d) — (14 3d) = 0 = x = — L = 0 which is impossible,
-ur?(1+3d) — (1 —d) =0 = 4(d — 1)(d + 1) = 0 which is impossible.
Now let us define v,

T and y from 7. Replacing 7 by its value in v, we

2 g(d+1) 1-%  (d—1)(1+2)(z(l+3d)+d+3)
YT ittt 2de M 1 a (d— 1)2(1 — da?)
(14+2)(1—2) (x(143d) +d+3)

1 — da? (d—1)(1—2x) ’

1+3d)+d+3
Recall that (z,y) is in E4 and that x <(x((dt 1))(;__3;; )> = —1 by hypoth-
esis, thus g = —1 .
. =2—x(d+1) . —@+1)d+1)+(d-1)

rom v 114 2dn , we have T 2@+ 1)+ (1= d) xz. We
deduce that 7 8\/1_952 \/1_””2 Thus ¢a(F) = (z,y)

educe that 7 = — = = . us ¢4(7) = (z,y) as

Y 1— dz? 1—da? 7 d Y

desired.

(iii) Follows from the previous part of the proof.

Efficiency of ¢, and qb;l:
For any r € R, computing ¢4(r) takes 3 inversions, one computation of y, one square-
root computation and some multiplications. Elligator-2 method [4] applied to Edwards
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curves by using a birational equivalence, takes 5 inversions, one computation of y, one
square-root computation and some multiplications. One can use Euclid’s algorithm to
compute the inverses, or use an exponentiation; note that the computation of y can be
replaced by an exponentiation (with exponent (¢ —1)/2); and if ¢ =3 mod 4, the square-
root computation is also replaced by an exponentiation. And as in [4], the computation

of x can be combined into the square-root computation as follows. First compute a power

1—? 11—
of 1 d =7 as above, obtaining a square root of if is a square. If the square
) 1—dv?2  1—dv?

v
of this power turns out to match T du? then ¢ = 1 and z = v. Otherwise ¢ = —1
—dv
11—z

2 1— 2
and 7= ur? <1_(Z)2> (by definition of ur?, see proof of theorem 4); multiply the

1 — a2

1 —da?’

Similar comments apply to computing qb;l; there is one square-root computation, one
inversion and few multiplications. Also note that ¢ is not required to be congruent to 3
modulo 4 to encode all points of Fy, as said in the next remark.

previous power by r and by a precomputed power of u to obtain a square root of

Extension of ¢g:

Our objective now is to extend the encoding function ¢4 : R — E(F,) to ¢q : F, —
E(F,). For this,we put ¢q(r) = ¢4(r) Vr € R and we must send all points r in F, \ R to
points P in E(F,)\Im(¢4) via ¢4. For constructing such a point P in E(F,)\Im(¢,), we use
the characterization of the encoding ¢4 (see proposition 7). Furthermore, if 7,7’ € Fy \ R,
with 7 # 7/, we need to have ¢4(r) # ¢4(r’) in order to preserve the almost-injectivity of
¢q. We can extend the definition of ¢4 on [, as follows.

(i) If x((1 = d)(1 +3d)) = 1 then R = F; when ¢ =1 mod 4 and R = [}, \ {:I:\/%}
when ¢ = 3 mod 4, thus we need 1 and 2 points in E(F,) \ Im(¢q) respectively
in order to extend ¢4. Since (1,0) and (—1,0) are in E(F,) \ Im(¢4) by the above
characterization of Im(¢y), then we propose the following;:

(a) If g=1 mod 4: put ¢4(0) = (1,0).
(b) T{ =3 mod 4: put Gg(0) = (1,0) and Gy(&,/5) = (-

(i) It x((1 — d)(1 + 3d)) = —1 then R = F%\ { \/ A=l \/ 1+3d } when ¢ = 1

mod 4 and R = [} {i m ,i\/u(1+3d \/ 1+3d } when ¢ = 3 mod 4, thus we
need 3 and 4 points in E(F,) \ Im(¢q) respectlvely in order to extend ¢4. Since (1,0)
and (—1,0) are in E(F,) \ Im(¢4) by the above characterization of Im(¢4), then we
need two other points in E(F,) \ Im(¢4). There exist different methods for doing
this. We propose in the following at least two examples.

(a) Example 1: If x((d — 1)(d + 3)) = 1, then (0,1),(0,—1) € E(F,) \ Im(¢q),
therefore, we choose:
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i a(0) = (1,0), & (+/55%7) = (0,-1) and &, (£,/F5) = (0,1),
when ¢ =1 mod 4 .

it 6a(0) = (1,0), By(Ey/~1/u) = (~1,0), & (+,/5%5) = (0.-1) and

ey ( 11+3§)) = (0,1) when ¢ = 3 mod 4.
(b) Example 2: If x(—2(1 + d)) = 1, then (—%,2%/@ - 1)) ,

(—%, 2/ 2+ 1)/(d - 1)) € E(F,) \ Im(¢q), therefore, we choose:

i 3a(0) = (1,0), 64 (#\/iity) = (~ & 2v/~2(d+ D/(d—1)) and
Y (i ul(fifg)) - ( a8 o\ /2(d+1)/(d - ) when ¢ = 1 mod 4

ii. ¢a(0) = (1,0), ¢4(£y/~1/u) = (~1,0),
b (+ L@Q (- 2v/ =2+ 1)/(d - 1)) and &, (+, /7% =
(—%,—2m/ )whenq—s mod 4.

We call ¢4 the AIEE-For-Edwards.

3.4. An AIIE for the Weierstrass model y? = 2° + az® + ¢

In this section, we propose an injective encoding for the the Weierstrass model y? =
23 + az? + ¢ with char(F,) = 3. The encoding comes from the following algorithm.

Algorithm 2.
Input: a,c € Fy (with char(F,) = 3) such that x(—ac) = 1, u a non-square in Fy, r € Fy;
Output: A point (x,y) on E,.:y? = 23 + ax? + ¢;

c
1 32:—7;
a

ur? — §2

2. v= s

3. ¢ = x(v®+av? +¢);

" x:v<1+s+€v>;
2 s+
5. y=—evad +ar?+c;

. Return (z,y);

=]

Theorem 5. Let a,c € F, (with char(F,) = 3) such that x(—ac) = 1, u a non-square in
Fg and r € F. Let Eq be the elliptic curve defined over F, by y? = 2% + ax® + c. Then
algom'thm 2 deﬁnes a deterministic encoding ¢ : Ty — Ea,c; T Qac(r) = (z,9).
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Proof.

(i) By hypothesis ¢ # 0 and a # 0; so v is defined. v = 0 & u = (r/s)?; contradiction
since u is not a square.

(i) v3 + av? + ¢ # 0 since ¢ # 0. This implies that e # 0.

(iii) Suppose that v 4+ s = 0; so ur? = 0 which is impossible by our hypothesis on u and
r. Thus x is defined and = # 0, since v # 0.

(iv) We show that a3 + bx? + ¢ is a square. The first case is when € = 1; so = v and
x(@® + az? + ¢) = x(v3 + av? + ¢) = e = 1. For the second case we have ¢ = —1;

. Recall that as? = —c, (s +v)? = s +v3 and sv + s? = wr?. So

SO T =
v+ S

(v +5)3(2® 4+ ax? + ¢) = 5303 + as?v?(v + 5) + cv? + es® = 53(v3 + av? + ¢) and then
(@ 4+ az? + ¢) = x(s(v + 8))x(v® + av? + ¢) = —x(sv + s?) = —x(ur?) = 1.
Hence 3 4 ax?+ ¢ is a non-zero square in both cases. Furthermore y? = 2+ ax?+c.

Proposition 8. In the situation of theorem 5, the following results hold:
(i) For r € T, the set of preimages of ¢q.c(r) under ¢qc is {—r,7}.
(1) Tm(¢a,c) is the set of (x,y) € Eqc such that x(us(s +x)) = 1 if y ¢ /FZ, and
x(us(s—z))=11ify € \/F»g.
(111) For (x,y) € Im(¢qa.), let T defined as follows:
F=1/(s(s+x))/u zfygé\/ﬂ?g T =svs/(u(s — x)) ifye\/Eg.
Then ¢qc(T) = (z,y).
Proof.

(i) Same proof as proof of proposition 5.

(ii) Forward part: we show that any (z,y) € Im(¢, ) verifies x(us(s+z)) = x(us(s —
z)) = 1. In fact, let r € Fy such that ¢q.(r) = (z,y); and define v,e from r. If

ur? — g2
e =1, then z = v; so us(s + x) = us(s +v) = us | s + ———— | = u?r%. Thus
s

Sv SU
x(us(s +z)) = 1. If e = —1, then =z = st o o us(s —z) = us <S_ 5—|—v> N
us® 1 s*
o= | e | = Thusx(us(s —a)) = 1
S

Reverse part: let (z,y) € E, . such that x(us(s — z))(if y = Va3 +az? +¢) or
x(us(s+x)) = 1(if y = —V23 + az? + ¢). We show that (z,y) € Im(¢q).
We consider the following two cases:
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o ify=—vu3+azr?+ec let 7= +/s(s+ x)/u#0; then define v,2, 7,y from 7 as
-2 2 2
in theorem 6. So 7 = — > :S(S+$) > =z and £ = x(v° + av® + ¢) =
s s

x(z% + az? + ¢) = 1. This implies that T =7 =z and j = —2VZ> + az? +c =
—Vad + ax? + ¢ = y. Hence (¢qc)(T) = (z,y) and (x,y) € Im(¢qg).

o if y = Vadtar?+e let 7 = sy/s/(u(s —x)) # 0 since us(s — z) is a non-

zero square. So define 7,2, 7,7y from 7 as in theorem 6. We then have 7 =
ur? — s? £ g2 S
=== = . Recall that as? = —c and (s — v)? = 53 — v?; s0

8

s s s—x
(s — 93)3(@3 +av? + c) = a3 + a52m2(s —z)+ 0(33 - x?’) = 33(:63 +ax? + c) =
2= x@ +av? +c) = x(s(s — x)) = —1 since x(us(s — x)) = 1 by hypothesis,
G in T shows that

and y(u) = —1. Now replacing € by —1 and 7 by -

Z = z. Furthermore we have § = —8VZ° 4+ az? + ¢ = Va3 + az? + ¢ = y and
we conclude that (z,y) € Im(¢q.c).

(iii) Follows from the proof of the second statement.

Extending ¢,.: As above, if f has a root, then we can use Elligator-2 method
[4]. For this case also, suppose that f(z) = 2® 4+ az® + ¢ # 0, Vo € F,. Then R = Fy. We
propose here to extend ¢, . to Fy. Let ¢q . : Fy — E(F,) defined as follows:

b ng,C(r) = ¢a,c("") = (:L‘,y) ifre R= F;;

(2 — 3 2
o for r =0, let d € F; and put ¢ = ( C; +a) . Then —ac is a square and
a
2d2
f(s) = i 5~ is also a square. We use this result to extend ¢, ¢ as follows: ¢, .(0) =
a

We call % the ATEE-For-WeierstrassChar3.

4. Hashing into elliptic curves

Brier et al. [6] showed that the construction H(m) = f(h1(m)) + f(ha(m)) is indif-
ferentiable from a random oracle, where f is the Icart’s encoding [9] and the hq, hy are
modeled as random oracles. To show the indifferentiability, they bounded the statistical
distance between the distribution defined by their construction and the uniform distribu-
tion. Farashahi et al. [14] generalized the result of Brier et al. to all known deterministic
encodings to elliptic (and hyperelliptic curves). In fact, they showed that given a deter-
ministic encoding f, the construction H(m) = f(h1(m)) + ... f(hs(m)) is indifferentiable
from a random oracle, if the h; are modeled as random oracles and s is strictly greater
than the genus of the target curve. Our objective here is to apply these results to one of
our encodings, namely the encoding ¢4 for the Edwards curve 22 + y? = 1 4 dx?y?.
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4.1. Admissible and well-distributed encodings
We recall the following definitions and theorems from [14] and [17].

Definition 3. Let S, R be two finite sets and F a function from S to R. Then F is an
e-admissible encoding if it satisfies the following properties:

(i) computable, that is F' is computable in deterministic polynomial time;

(ii) regular: for s uniformly distributed in S, the distribution of F(s) is e-statistically
indistinguishable from the uniform distribution in R;

(iii) samplable: there is an efficient randomized algorithm I such that for any r € R,
I(r) induces a distribution that is e-statistically indistinguishable from the uniform
distribution in F~1(r).

F is an admissible encoding if € is a negligible function of the security parameter.
Definition 4. Let E be an elliptic curve over Fq and a function ¢ : Fy — E(Fy).

(i) ¢ is a B-well-distributed encoding for a certain constant B > 0, if for any

nontrivial character £ of E(F,), the following holds: Z £(o(r))| < Byq. If B
refy

doesn’t depend on the security parameter (that allows to chose q) then ¢ is said to

be well-distributed.

(ii) ¢ is a (d, B)-well-bounded encoding, for positive constants d,B, if ¢ is B-well-
distributed and each point in E(F,) have at most d preimages under ¢.

Theorem 6.

Let h : T = T(F;) — E = E(F;) be a non constant morphism of curves, and & be
any nontrivial character of E(F,). Assume that h does not factor through a nontrivial
unramified morphism Z — E, then

S Eh(P))

PeT

< (29-2)vq

, where g is the genus of T. Furthermore, if q is odd and X\ is a non constant rational
function on T, we have

> E(h(P)X(A(P))

PeT

< (29 — 2+ 2deg\)\/q
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4.2. Indifferentiable Hashing
Let E be a curve with a [F -rational point and J be its jacobian.

Theorem 7. [14]

If f: Fy — E(F,) is a B-well-distributed encoding into E, then the statistical distance
between the distribution defined by the construction (u1, ..., us) — f(u1)... f(us) on J(Fy)
and the uniform distribution is bounded as follows:

N,(D) 1 Bs
I IR

DeJ(Fy)
where Ng(D) = #{(u1,...us € (Fy)* : f(w1)+... f(us) = D} for D € J(Fy).

As said in [14], this theorem shows that f is a well-distributed encoding and if s is
greater than the genus of the curve, the distribution of the new construction is statistically
indistinguishable from the uniform distribution. Moreover, it is admissible if f is also
computable and samplable, and the hash function m +— f(hi(m)) + ... + f(hs(m)) is
indifferentiable from a random oracle if the Ay, ..., hs are modeled as random oracles into
IFy.

4.3. Application to the encoding ¢4

In this section, we apply the results and proofs of Farashahi et al. [14] (for the Shallue-
Woestijne-Ulas encoding) to one of our previous encodings. We will show that the encoding
¢4 over the Edwards curve 22 + 4% = 1 + dz?y? when ¢ = 3 mod 4 is well-distributed,
and thus give rise to a indifferentiable hash function construction.

Recall that ¢, is an efficient almost-injective and invertible encoding from the subset
R:{TGIF:;:urQ—I—l;&O, ur?(1 —d) — (14 3d) # 0, ur?(1 +3d) — (1 —d) # 0} to the
elliptic curve Ey: 22 +y? = 1 +da?y?, and let Q = F, \ R. By the invertibility of ¢q4, we
know that for (z,y) € Im(¢y), there exists two preimages r, —r such that ¢4(£r) = (z,y).

When ¢ =3 mod 4, we have:
2

l-z 1—=x
Y=\ T 7 W _(1 a‘n‘;(y - _) 12 = Xa(y) = —1. Thus:
d—1)(1—=z
- =1 2 _ Eq — (0
z(3d+1)+d+3
-xy)=1&1r?= ( ) Eq— (1)

w(d—1)(1—2)

From now, the proof is similar to the one of of Farashahi et al (in [14] subsection 5.3).

By equation Eq — (1), we define the coverings h; : C; — E, i = 0,1, by the smooth
projective curve whose function fields (denoted Fy(x,y,r)) is the extension of Fy(z,y)
given by Eq — (7).

Since r is a rational function on C;, we have a morphism f; : C; — P!, such that
any point in AY(F,) \ Q has exactly two preimages in C; for one of i = 0,1, and none in
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the other. Since ¢ = 3 mod 4, then these two preimages are conjugate under y — —y.
Therefore, exactly one of them satisfies x4(y) = (—1)". Let P € C; be that preimage; so

ba(u) = hi(P).

Theorem 8. For any nontrivial character & of Eq4(Fy), the following holds when ¢ = 3
mod 4:

S €(dalr))| < 12/g+ 31

relfy

Proof. Let r € R, Q =F,\ R and h; : C; = E4 (i = 0,1) defined as previously; also
define Q; = {P € C;: fi(P) € Q}. So we can write:

> &galr) = > §(ho(P)) + > §(ha(P)) (%)

reR PeCy(Fq)\Qo, x(y)=+1 PeC1(Fq)\Q1, x(y)=-1

Also observe that: .
1 1+ (—1)
DY ameyr X emtn= Y emry (FEEW) o)
PeC;(Fg), x(y)=0 PeC;(Fy), x(y)=(—1)% PeC;(Fq)

One can see that the first term of the left-hand side of this equality contains at most
2 -2 = 4 terms, when expressing y? in terms of z and by Eq — (0) and Eq — (1).
To estimate the right-hand side of the equality, one can use theorem 6. In fact, by
—d—3

; SO
3d+1
they cannot factor through any unramified covering of F4. Hence, applying theorem 6, we
have:

Eiseinstein criterion, hg and hq are totally ramified over points such that x =

S (P (”“”’“”) < (20— 2+ dea(y)va

2
PECZ'(]FQ)

where g; is the genus of C; and deg(y) is the degree of y seen as a rational function on
C;. Denote by ep the ramification index at P and by d; the degree of h;; since the h; are

ramified only at © = , then by the Riemann-Hurwitz formula and using the fact that

1
any point has two coril))jclilg;ite preimages, we have 2g; —2 = d;(29g, —2) + ) _pec,(ep—1) =
di(2-1-2)+2(2-1)+ Z (ep —1)=0+2+0=2. Hence C; is a curve of genus

PeCix#—t
gi = 2.
On the other side, we have deg(y) = [Fq(x,y,r) : Fg(z,y)]- [Fq(z,y) : Fq(y)] =2-2 = 4.
Finally, we have:

> ey () cezmahaa-ova

PGCZ'(IFq)
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Now it follows from (*) and (**) that:

3 €(ar))| = 2. [ > ety (FHG0) E(n(P) | +#9% + #0u <
re€R PeC;(Fq) PeC;(Fq), x(y)=0
2(6/q —2) + #Qo + #0 = 12/g — 4+ #Qo + #Q1 .

This leads to | Y &(¢a(r))| < 124/ — 4+ #Q0 + #Q + #Q. But from the definition of
relfy

the set R, ) has at most 1+ 6 = 7 elements. Hence using the facts that Q; = {P € C; :

fi(P) € Q} and f; is of degree 2 (since any point in A'(F,) \  has exactly two preimages

in C;), so #Q; < 2#Q = 14. Finally, we have Z §(a(r))| < 12,/q + 31.
relfy

Corollary 1. Let hy,hy : {0,1}* — F, be two hash functions modeled as random oracles.
Then the construction H : m +— ¢q(h1(m)) + ¢q(ha(m)) is indifferentiable from a random
oracle.

Proof. By the previous theorem, we know that the encoding ¢4 is (12 + 31¢~Y 2)-well-
distributed. From theorem 1 and theorem 2 in [14], we deduce that is H regular. It is
admissible since it is clearly computable and samplable (see [6], [14]). Hence we conclude
that m — f(hi(m)) + f(ha(m)) is indifferentiable from a random oracle when hq, hy are
modeled as random oracles.

5. Conclusion

We have proposed new encoding functions for various forms of elliptic curves. Our
encodings are almost injective and easily invertible. This is useful for constructing indif-
ferentiable hash functions following the idea of Farashahi et al.
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