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Abstract. Secret sharing is a tool to divide a secret into multiple shares, so that to reconstruct
the secret, it is necessary to collect several shares under certain conditions. Secret sharing was
first introduced by Adi Shamir, the scheme is based on polynomials. The secret is represented
as a constant value polynomial, and the points on the polynomial graph serve as shares. Secret
reconstruction is performed through Lagrange interpolation at a minimum of k out of n points,
known as a threshold scheme (k,n). In 2010, Zhang Y. designed a secret sharing scheme through
skew polynomials. Involving the role of the automorphism ¢ in the skew polynomial ring increase
the complexity in share distribution and secret reconstruction. In 2012, Zhang Z. designed a secret
sharing scheme with a threshold that can change according to the participants present during
the reconstruction process, known as Threshold Changeable Secret Sharing (TCSS). This aims to
prevent external parties from pretending to be valid participants in order to learn the secret. In
this research, a TCSS scheme will be designed using skew polynomials. The aim is to make the
TCSS scheme’s calculations more complex, making it harder for adversaries to access the secret.
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1. Introduction

Initially proposed by Shamir [13] as a threshold scheme utilizing polynomials and later
by Blakley [1] as a scheme involving geometric hyperplanes, the concept of secret sharing
plays a pivotal role in safeguarding information among individuals or participants in a
group who may not fully trust each other. The fundamental notion is to partition a secret
into multiple shares in a manner that ensures no single share holds any information about

*Corresponding author.
DOLI: https://doi.org/10.29020 /nybg.ejpam.v17i3.5262

Email addresses: angga.wijaya@if.itera.ac.id (A. Wijaya),
ntan@itb.ac.id (I. Muchtadi Alamsyah), barra@itb.ac.id (A. Barra)

https://www.ejpam.com 1751 © 2024 EJPAM All rights reserved.



A. Wijaya, I. Muchtadi Alamsyah, A. Barra / Eur. J. Pure Appl. Math, 17 (3) (2024), 1751-1761 1752

the original secret. This arrangement enables a collective group of participants who meet
specific conditions to access and disclose the original secret. The applications of secret
sharing span various domains, encompassing key management [6], multiparty computation
[12][4], digital signature protocols [2], and more.

The (k,n) threshold scheme indicates that to reconstruct the secret, a minimum of k
participants out of a total of n participants must collaborate by combining their shares.
Consequently, secret sharing schemes involve two primary stages: share generation and
secret reconstruction. Share generation is conducted by a trusted dealer. During the
secret reconstruction phase, only a subset of participants with valid shares, comprising at
least k individuals from the total n participants, is capable of executing the reconstruction
process.

The issue arises when there are more than &k participants gathered, but among them,
there is a minimum of k& valid participants, and at least one of the remaining ones acts
as an adversary, pretending to be a valid participant. Of course, the adversary doesn’t
possess valid shares. However, with a threshold scheme (k,n), under such conditions, it
is still possible to reconstruct the secret. This poses a risk as it allows adversaries who
should not have access to the secret to gain knowledge they are not entitled to. Hence, the
idea of a changeable threshold secret sharing (TCSS) emerged, as introduced by Martin
[8] and further discussed by Meng [9]. Initially, the threshold is set as k by the dealer, but
during secret reconstruction, it can be changed to k' with &’ > k. In this scenario, each
participant should have a share corresponding to the number of participants involved in
the reconstruction at that time.

Moreover, advancements in secret sharing research were made by Zhang [15] and John-
son [7], who introduced the threshold secret sharing scheme (k,n) based on skew polyno-
mials. The concept of skew polynomials was previously introduced by Noether [10] and
Ore [11]. The skew polynomial ring, denoted as R[z, o], is defined, with R taking the form
of a field, and o representing an automorphism on R. The utilization of skew polynomials
in polynomial evaluation and Lagrange interpolation introduces complexity due to the
involvement of the automorphism function o, as outlined by Eric [3] in the methodology
for performing interpolation using skew polynomials. Consequently, the secret sharing
scheme becomes more intricate.

In this research, the original Threshold Changeable Secret Sharing (TCSS) scheme is
implemented using skew polynomials. Consequently, this process experiences an increase
in computational time, making it more time-consuming for adversaries to reconstruct the
secret.

2. Preliminaries

The following are definitions, basic theories and theorems from previous research.

Definition 1. [14/(Secret-Sharing Scheme) Let S be a set of secrets, where |S| > 2. A
secret sharing scheme Il on U = {uy, ..., u, } with domain of secrets S is a mapping from
S to a set of n-tuples II}_,S;, where S; is called the share domain of u;.
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Definition 2. [5/(Skew Polynomials Ring) Let R be a field, o is a ring automorphism
on R. R[z,o| is skew polynomial ring with usual polynomial addition and left scalar
multiplication. For right scalar multiplication :

x-a=o(a) -z foralacR

Definition 3. [15/(Skew Polynomial Ring - Evaluation) Let R|x, o] skew polynomial ring,
f(z) € R[z,0], and any a € R. Define the set {N,, : R — R | n > 0} recursively for all
a €R,

No(a) =1 and Ny11(a) = 0(Np(a))a.

Based on remainder theorem : f(z) = q(x)(z — a) + r with r € R, the right remainder of
f(z) by (x —a) is r = Xa;N;(a). So the evaluation of f(x) on a :

f(a) =r =Xa;N;(a)
Theorem 1. [3] Let A = {x1,x9,...,x,} and x; € R, where R is division ring. Then
(i) There exist nonzero polynomial f € Rz, 0| such that f(x;) = 0.
(i) The set I of polynomials vanishing on A form a left ideal in R[z,o].

(11i) If fa is monic polynomial of the smallest degree in I, then I = Rlx,o]fa where fa
is called minimal polynomial of A.

Procedure to find minimal polynomial of {z1, z2, ..., 2, }:
(i) Let A = {1131,1}2}
(ii) The polynomial vanishing on A is :
foraay(@) = (. — o(z2 — 21) 22 (02 — 1) ) (T — 1)

(iii) By recursively for A = {x1, z9, ..., z,}, the polynomial vanishing on A is :

f{:c1,$2 ..... xn}(x) =
(:C - U(f{xl,xg,...,xn_l}(xn))xn(f{x1,xg,...,zn_1}(mn))il)(f{xl,xg,...,xn_l}(x))

Theorem 2. [3] Let A = {x1,29,...,x,} and x; € R where R is a division ring. For
any yi, Y2, ..., Yn € K there exist a unique polynomial f € R such that f(x;) = y; and deg
f <n—11if and only if deg fn = n where fa is the minimal polynomial of the set A.

The Interpolation Polynomial of set A :
n
F@)=> i Li(w:) " Li(x)
=0

where L;(z) is minimal monic polynomial such that L;(z;) = 0 for i # j.
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3. Main Result

The outcome of this study is a secret sharing scheme outlined in three stages: setup,
share generation, and secret reconstruction. Subsequently, there is a subsequent examina-
tion of the algorithmic complexity within the devised scheme.

3.1. Setup

In this stage, the dealer determines the total number of participants, denoted as n,
and the initial threshold value required for secret reconstruction, denoted as k. The skew
polynomial structure R[z, o] is also defined, with the restriction that R is a field, and o is
an automorphism on R. The dealer then selects the secret s, represented by an element
in R, in other words, s is an element of R.

3.2. Share Generation Phase
(i) Dealer set polynomials :

filz) =s+ a1z + at,sz + ...+ am_lxk_l with s = secret,

tef{k,k+1,...,n},arj € Rfor je{l,...,t —1} and a1 # 0.

(ii) Dealer choose X = {a;} with x; € R for i € {1,...,n} and satisfy X is o-pairwise
distinct which mean for ¢ # j, z; and z; is not o-conjugate, that is for all ¢ € R,
z; # o(c)zjc !

(iii) Evaluate value z; on polynomials f;(z) for alli € {1,...,n} and t € {k,k+1,...,n}
using skew polynomials evaluation method.

t—1
felw) = s+ aruNu(x;)
u=1

with No(z;) = 0 and Nyi1(x;) = o(Ny(x;))x; for v > 0.

(iv) Set the share for participant i is (z;, fi(2;)) for all t € {k,k +1,...,n}. So each
participants has n — k 4+ 1 shares which will be used to reconstruct the secret based
on corresponding the value of threshold ¢ (number of collected participants).

(v) Dealer send the corresponding share (v, y()) = (%4, fi(%i)) to each participants
privately.
3.3. Secret Reconstruction Phase
(i) The collected participants have information about R, o, n,k and ¢.

(ii) Initial threshold is k, since the number of collected participant ¢ < k. If the number
of collected participant ¢t > k, the threshold change from & to t.
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(iii) Participants collect their share (z;, y(m)) corresponding the value of current thresh-
old, assume t is current threshold.

(iv) Participants interpolate the collected shares (z;, (i) by skew polynomials Lagrange
interpolation method.

t

fi(z) = Z Y(t,5) (Li(z;) ' Li(2))

i=1
with L;(z) is monic minimal polynomial such that L;(z;) = 0 for i # j.

(v) Evaluate f;(0) = s as the secret.

3.4. Example

Let a dealer and set of participant = {p1, p2, ps}. Number of participants = n = 3.
Dealer determine initial threshold £ = 2 and secret = s =5+ 5¢ € C.
Dealer construct initial polynomial for k = 2:
fo(x) = (54+5i)+ (1 —id)x
Dealer determine x; value for participant share :
r1=1+4 x20=14+2i, xz3=1+31

Evaluate x; value on f(z) using skew polynomials evaluation method:

fo(l414) = (54 5i)No(1 + ) + (1 — i) Ny (1 + )
=(545i) -1+ (1 —i)a(No(1+14)) - (1474)

=7+ 51,
f2(1 4 2i) = (5 + 5i)No(1 + 2i) + (1 — )Ny (1 + 2d)
= (54 5i) - 14 (1 —i)a(No(1 + 24)) - (1 + 2i)
= (54 5i) + (1 —i)(1 + 2i)
= 8 + 61,
f2(1+3i) = (54 5i)No(1 + 3i) + (1 — i) N1 (1 + 3i)
= (5+5i) - 1+ (1 —i)o(No(1 + 3d)) - (1 + 31)
= (5+5i) + (1 —i)(1 + 3i)
=9+ Ti.

Dealer construct polynomial for k = 3:

fa(z) = (54 5i) + (1 — 2i)z + (2 — i)2?
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Evaluate x; value on f3(z) using skew polynomials evaluation method:

f3(1+i) = (5+5i)No(1 +14) + (1 — 2) N1 (1 414) 4 (2 — i) No(1 + i)

=10 + 4i,

fa(1+2i) = (5 + 5i)No(1 + 2i) + (1 — 20) Ny (1 + 2i) 4 (2 — i) Na(1 + 2i)
= 20,

F3(1+ 31) = (5 + 5i)No(1 + 3¢) + (1 — 20) N1 (1 + 31) + (2 — i) No(1 + 30)
=32 — 4i.

Initial share for participant:
(1+14,7+5i), (142,84 67), (1 +3i,9 4 71i)
Participant share when there are 3 collected participants:
(1+14,10 + 42), (1 + 2¢,20), (1 + 3i,32 — 44)

That is the end of share generation phase. Next step is secret reconstruction phase.
For example, there are 3 participants with their own collected share:

pr: (1+4,745), (1+1,10 + 4)
po: (1+ 2i,8 + 6i), (1 + 2, 20)
ps3: (1+ 30,94 7i), (1 + 3i,32 — 4i)

The initial threshold is k = 2. Because three participant are collected, the threshold
changes to k = 3.
Reconstruct secret using skew polynomials Lagrange interpolation:

3
fa(@) = yiLi(a;)  Li(x)
j=1

Assume:
1 =141,
To =14 21,
r3 =143t
Then,
Li(z) = (z — o(x3 — 20)x3(x3 — 22) 1) (2 — 29)
=(r+ (1+3i)(x — (1+29)),
Ly(z) = (z — o(x3 — 21)x3(x3 — 1) 1) (2 — 21)
=(x+ (1+3i)(z—(1+1)),
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L3(z) = (x — o(xg — 21)x2(x0 — 1) 1) (2 — 21)
=(z+ (1+2))(z—(1+1))

Reconstruct f3(x) using skew polynomials Lagrange interpolation:
f3(@) = (10 + 4i) (L1 (14 8) " Lu (@) + (20)(La(1 + 2)) " Lo(x)
+ (32 — 44)(L3(1 + 34)) "' L3 ()
Evaluate 0 on f3(z) to get the secret,

s = f3(0) = (5 + 5i).

3.5. Algorithm Complexity

In this stage, a complexity comparison will be carried out between the TCSS scheme
algorithm using regular polynomials and using skew polynomials. The following are the
steps which are considered to determine complexity.

Share Generation Phase :

(i) Determining set of X = {z;} for all i € {1,...,n}.
(ii) Evaluation fi(z;) for each participant i for all t € {k,k+1,...,n}.

Secret reconstruction phase : interpolation polynomial f;(z).

3.5.1. TCSS via regular polynomials

In share generation phase, the requirement to determine set of X = {x;} is only pairwise
distinct, with ¢ € {1, ...,n}. Which mean after select a value of x;, next value is not allowed
equal to all previous value. So the number of comparison steps:

1
T(n):1+2+---+(n71):§(n71)n:§n — 5"

The complexity is O(n?).
For evaluation fi(x;), the number of arithmetic operations:

(14 —1))

n t
=1

T(n)=mn-)» (t—1)+'

t=k i

((t —-1)+ %t(t + 1)>

P st—1

M=

n-

e

t

3 |

I
N

t=

e



A. Wijaya, I. Muchtadi Alamsyah, A. Barra / Eur. J. Pure Appl. Math, 17 (3) (2024), 1751-1761 1758

For the worst case, assume the minimum k = 1.

T(n):n~zn:<;t2+zt—1)

t=1

=n- <1it2+3it—§:1>
2t:1 2t:l t=1

. (; <én(n +1)(2n + 1)> + g <;n(n + 1)) - n)

The complexity is O(n?).

The total complexity of share generation for the case of a regular polynomial is O(n?)+
O(n*) = O(n?).

In the secret reconstruction phase, for interpolation polynomial f;(x). The Lagrange
formula:

t t

ft(l’)zz Y(t) H ((:v—a;])

i=1 jotgei (BT
For the worst case, the maximum ¢ = n. Number of arithmetic operations:
Tn)=(n—-1)-14+(n—-1)-2)

The complexity is O(n?).

3.5.2. TCSS via skew polynomials

In share generation phase, the requirement to determine set of X = {x;} is o-pairwise
distinct, with ¢ € {1,...,n}. Which mean after select a value of z;, next value is not
allowed equal to all previous value or the o-conjugate of all previous value. So the number
of comparison steps:

T(n)=2+4+...+2(n—1)=mn—-1n=n*—n

The complexity is O(n?).
For evaluation f;(z;), the formula:

t—1
ft(xz) =s+ Z at,uNu(fEi)
u=1

with No(z;) = 0 and Nyp1(z;) = 0(Ny(z;))x; for v > 0.
Number of arithmetic operations:

n t

T(n)=n-Y [E-1+> (1+2))

t=k j=1
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:n~zn:<(t—1)+t+;t(t+1))

t=k
n
1, 5
:n-z<2t —|—2t—1>
t=Fk
n
1 5

n n n

=n- (;ZRJF;Zt—Zl)
t=1 t=1 t=1

— (; (én(n +1)(2n + 1)) +e (;n(n + 1)) - n)

The complexity is O(n?).

The total complexity of share generation for case regular polynomial is O(n?)4+0(n?) =
O(n%).

In the secret reconstruction phase, for interpolation polynomial f;(x). The Skew La-
grange formula:

t

f@) = "y (Lizi) ™" Li(z)

i=1

with L;(z) is the monic minimal polynomial such that L;(x;) = 0 for i # j.

First, determine the number of operation for finding L;(x).

For the worst case the maximum ¢ = n. Assume the number of operation for finding
L;(z) that vanish 2 elements in A is a constant value z. By adding 1 element in A,
the total operation for finding L;(z) is added by evaluation of new element on previous
generated function. Based on evaluation of skew polynomials, the number operation of
finding L;(z):

n
T(n):z—l—Zz—l—aiQ—i-ﬂi—i-v
i=3

For some constants «, 5, and +.
Then,

T(n)= esn® + con? + e1n + ¢

For some constants ¢y, c1, ¢, and cs.
Assume the number of operation for evaluation z; on L;(x) is den? + din + do.
Number of arithmetic operations in skew Lagrange interpolation:

T(n) = (n —1)(cgn® + can® + c1n + co + dan® + din + do + 3)
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The complexity is O(n?).

Based on the complexity analysis of the algorithm, it is found that the algorithmic
complexity during the share generation phase is the same for both secret sharing schemes,
whether using regular polynomials or skew polynomials the algorithm complexity = O(n*).
However, in the secret reconstruction phase, there is an increase in algorithmic complexity
in the scheme using skew polynomials compared to using regular polynomials, rising from

O(n?) to O(n?).

4. Conclusion

Threshold Changeable Secret Sharing (T'CSS) can be performed via skew polynomials.
Comparison with the regular polynomial, the algorithm complexity remains stable during
share generating phase but it has increasing significant during secret reconstruction phase.
This provides an advantage in preventing adversaries from easily reconstructing the secret
but it doesn’t quite affect to dealer for generating shares.
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